DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD Industrial Security Manual apply

to alf security aspects of this effort,)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

SECRET

b. LEVEL OF SAFEGUARDING REQUIRED

SECRET

2. THIS SPECIFICATION IS FOR: (X and complets ss apphicable)

3. THIS SPECIFICATION IS: (X and complete as sppiicable)

a. PRIME CONTRACT NUMBER

2 ORIGINAL (Complefs dafe in o cases) Date (YYMNOD)
D : & — 030124
B, SUBCONTRACT NUMBER B, REVISED (Supersedes Revision No. Tae (YYNMOD)
D ol pravious specs)
< SOLICITATION OR OTHER NUNBER Do Dake (YYWMDD) o, FINAL (Gomplete o 5 r all cases) Dot (YYMMDO]
& DCA100-03-R-4096 See SF33 D
4. IS THIS A FOLLOW-ON CONTRACT? m YES r—l NO. H Yes, complete the following:

Classified material received or generated under _SPQ700-97-D-4006 (Preceding Contract Number) is transferred to this foliow-on contract.

5. IS THIS A FINAL DD FORM 2547

] YEs

M NO. i Yes, complete the following:

mmwmbhemhhmﬂsreqmstddad_,rebnhndhdssﬁﬁmaﬁdbwﬁoﬁndbrhwbdﬁ_.

6. CONTRACTOR ¢ Commercial and Government Entity (CAGE) Code)

2. NAME, ADDRESS, and ZIP CODE . CAGE CODE ¢. CC NT SECURITY OFFICE (Name, Address, and Zip Code)
Reference Source List N/A N/A

7. SUBCONTRACTOR ]

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

" N/A N/A N/A

8. ACTUAL PERFORMANCE

a LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A N/A :

R .
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Reliability Analysis Center (RAC)

10. CONTRACTOR WiLL REQUIRE ACCESS TO:

<

ES

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:

2 COMMUNICATIONS SECURITY (COMSEC) INFORMATION

a HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S

b. RESTRICTED DATA

. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

¢. RECEIVE AND GENERATE CLASSIFIED MATERIAL

d. FORMERLY RESTRICTED DATA

OOc0o

. INTELLIGENCE INFORMATION

(1) Sensiive Compartmented information (SC1)

KXIK X 3

d. FABRICATE, MODIFY, OR STORE CLASSIRED HARDWARE

. PERFORM SERVICES ONLY

{. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S.,
PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES

[ (2) Non-SCH

qmmqﬂq&mua

b i e o o [ o (O P

| | e e e o

1. SPECIAL ACCESS INFORMATION [] | [X] | ™ RecomeAcOMsECACCOUNT

& NATOINFORMATION _E i HAVE TEMPEST REQUREMENTS.

1. FOREIGN GOVERNMENT INFORMATION D E 7 HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

1. LIMTED DISSEMINATION INFORMATION T [X] |/ BEAUTHORIZED TO USE THE DEFENSE COURIER SERVIGE

J- FOR OFFIGIAL USE ONLY INFORMATION T TD] |+ o eoech ]
[ OTHER (Speciy) O

DD Form 254, DEC 90 (EG) Previous editions are obsolets

RAC DD254 Front.max



TEEREL L AMTERI AT

12, PUBLIC m. mmmrmmnum“nbmuﬁ“mu*ﬁhﬂ” ‘
Manual or yniens it ks baen agproved for public MISSes dy appropriaio Government auhedyy. Propesed publlo reisxcac chal be svimilind far sgprovet prior (0 dhne .

D Direct g Theough (Specky:

DISA PAO
Yo s Ditectorsle for Freedom of Informagon snd Security review, Ofs of the Asswsent Secrerary of Delenas (Public A¥sirs)” for review,
* n e cime &f nenDOD Uger Agencies, requass for shall bo subritied 1o et agency,

factor indicaies 8 naed O CRIA00S 11 1N JUIGINCR, e CORTECKY is SINEI20d INV6 SCOUQRE 10 DROVISe NCORMONINd EMAON ohulonut the pidanee o
mhmmcmmvmmm“ﬂ.“n“h“dﬂ“lﬂﬂ“*.'m
Gecision, me informalion involved skl be hended and prolecte it ihe haghut Iovel of chaselicaton Signad or recoTvrended, (T as apppeitte for fhe chuslind oot Awh.

, Sy doCUMnty/EAde ¥ wiracly rvlrence arin, i, .

13. SECURITY GUIDANGE. The Security classiiGaion QUIGRGS 100400 1or N clasalied ofort s idenilind below, 'm“h“.lh“.ﬁ“”l‘l oy ‘ ‘
conmug poo ,
Ref tem 11C:
»  Guidance will be provided by the Program Office. )
o The contractor will be required o prepare an Automated information System Standard Practice Procedure (AIS/SPP) for their AIS
operations and the system will require approval of the CSO/CSA in scoordance with Chapier 8, NISPOM.

* Al classified Information received or generated under this contract is the property of the L1.S. Govemment. At the termination or expiradon
of this contract, the U.S. Government will be contacted for proper disposition instructions. »

Reference item 11g: .

a. The contractor must prepare and forward DD Forms 1540 and 1541 to the COR for authorization BEFORE the services may be requested.

b. Technical information on file at the Dafense Technical Information Cenler (DTIC) will be made avallable t0 the contractor i the contracior requires
such information. The contracting officer will certify the fleld of interest relating 0 the contract,

Qther: ,
All classified visit requests by contractors shall be forwarded %o the COR for approval and need-io-know certiication before being sent 1o the facily
to be visited. ) '

 The COR mustbe noified and approve the receipt snlor generaton ofcissified inormation under s contrsot

Al classified information received and/or generated under this contract is the property of the U.S. Govemment regardiess of propristary ciaims. Upon
completion or termination of this contract, the U.S. Govemnment will be contactad for desiruction or disposiion instructions.* -

te - ATTN : IFTB Richard A. Hyle Jr. 525 Brooks Rd, Rome, NY 134414506

Air Force Research La

SECURITY RECUIEMNGNTS. Reauieriet, aldlofl S0 reedtwnert, e soasies o 0 ceavect. 7 o, By 0
pertinent conbruckual ciaubes It 99 cenraci cocument RVt o rowios 4 aplopriie slstamant whch Risnline She 200Nome! requtements, Arevite & copy f
h )

thm At lrnmAnts 10 tha enanizam) Anct v (iR | I Nam 12§ aniilinonl £

o A ——
13, INSPECTIONS. Bemenia of his coniract are eutside e iNepection responsibilty of the cogrizsat aaturlly olies. (X Yas, kiently assollc sear :
o laments cived 0t 409 19 3chly ospor o eoechon, U e 137 addBead e N hoded ﬁa x  No

16, CERTIFICATION AND SIGNATURE. Security requivamitsts stated hersin are complate and adecusie for seleguaniing the closeliiod Mfarmaiien 0 I selsascd o7 gonerated ander this
classified offort. AN quentions shall be referred to the officlel samed below.
. TYPED NAME OF CE Ao
NANC Y T‘_"@%@D A | » Tne CONTRACTING OFFICER e NE ke e Coy
d. ADDRESS hewae 2 Code) . 17, REQUIRID IO 0308 e
Defense Information Systems Agency 2. CONTRACTOR

5111 Leesburg Pike, Suite 900 A & SUBCONTRACTOR
Falis Church, VA 22041 o COGNIZANT SECURITY ORPICE FOR PRIME AND SUSCONTRACTOR

e, SIGNATURE QA 4. US ACTVTY RESPONBILE FOR OVERSIAS SECUINTY ADMIMETRATION

& ADMINISTRATIVEE CONTRACTING OFROER
, UEC 80 REVERGE)

1. OTHERS A NECEBAARY:

» ND‘KD’(
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